
ServerClient

Open socket
AF_HIT, DATAGRAM, UDP

Open socket
AF_HIT, DATAGRAM, UDP

E0

ESP handled by IPSEC

Handled by IPSEC

ESP handled by IPSEC

E3

E0_1

E0

recvfrom (data)sendto (data)

recvfrom
sockfd, *client HIT, ...

sendto
sockfd, server HIT, ...

E3

E2

E1

Bind
sockfd, my HIT, len

MSC UDP_hip

I1 (IP(HIP(...)))

R1 (IP(HIP(...)))

IP(ESP(data))

I2 (IP(HIP(...))ESP(data)))

R2 (IP(HIP(...)ESP(data)))

DNS

(HIT, IPv6 Address)

DNS

(Server name)



ServerClient

OPTIONAL: bind
sockfd, my HIT, len

Handled by IPSEC

READ (data)WRITE (data)

E3 E3

E2

E0_1

E0

E1

accept
sockfd, *client HIT, len

listen
sockfd, backlog

Bind
sockfd, my HIT, len

E0

Open socket
AF_HIT, STREAM, TCP

Connect
sockfd, server HITm len

Open socket
AF_HIT, STREAM, TCP

MSC TCP_hip

IP(ESP(data))

R2 (IP(HIP(...) [ESP(data)]))

I2 (IP(HIP(...)) [ESP(data)]))

R1 (IP(HIP(...)))

I1 (IP(HIP(...)))

DNS

(HIT, IPv6 Address)

DNS

(Server name)
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Handled by IPSEC

TCP: write
UDP: sendto (data)

TCP: read
UDP: recvfrom (data)

UDP: ESP included

UDP: ESP included

TCP: write
UDP: sendto

IPSEC finds out that there is no SA for
this connection and calls HIP handler.

E3E3

E2

E0_1

E0

Server restarts
Open socket
bind
TCP: listen, accept
UDP: recvfrom

E3E3

MSC TCP_UDP_hip_server_boot

R1 (IP(HIP(...)))

IP(ESP(data))

R2 (IP(HIP(...) ESP(data)))

I2 (IP(HIP(...) ESP(data)))

IP(ESP(data))
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E3E3

UDP: ESP included

E2

E0_1

E1

E0

Client restarts
Open socket
TCP: bind, connect
UDP: sendto

E3E3

MSC TCP_UDP_hip_client_boot

IP(ESP(data))

R2 (IP(HIP(...) ESP(data))

I2 (IP(HIP(...) ESP(data))

R1 (IP(HIP(...)))

I1 (IP(HIP(...))

DNS

(server HIT, IPv6 addres)

DNS

(server name)


